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Before studying the applications 

−  Most of the data in IoT applications is location dependent;  
−  Service could be also location-based 
−  Location can be specified as: 
−  Names, labels  
−  Tags and semantic annotations 
−  GPS data - Longitude, Latitude 
−  Altitude 
 

−  What if we want to define an area? 
−  Multiple points are required 

−  Simple Euclidian distance measure won’t work longitude/latitude (lon/lat) 
data 
−  The same way, you can’t simply cluster, group lon/lat data using classical 

methods that use Euclidian distance (e.g. k-means clustering)  
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How to create location tags? 

− GeoHashing is one way to do this; 
− Geohash is a latitude/longitude geo-coding that was invented 

by Gustavo Niemeyer. 
− GeoHashing function can encods/decods (lat,lon) pairs in a 

compact form. 
− The Geohash algorithm can represent geographic regions in a 

hierarchical structure. 
− A geohash is represented as a string: 
−  e.g. (-25.382708 and -49.265506) can be represented as: 6gkzwgjzn820  
− Or http://geohash.org/6gkzwgjzn820 

How does it work? 

− A Geohash is calculated by interleaving bits obtained from 
latitude and longitude pairs and converting the bits to a string 
using a Base-32 character map. 

− Base-32:  

https://tools.ietf.org/html/rfc4648 
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GeoHash 

− A Geohash string represents a fixed spatial bounding box.  
−  For example, the latitude and longitude coordinates of 

(-25.382708 and -49.265506) fall within the Geohash 
bounding box of "6gkzwgjzn820".  

− Appending characters to the string would make it refer to 
more precise geographical subsets of the original string. 

− More information: http://geohash.org/site/tips.html#format 

Example of similar locations  

−  (51.236127 -0.574036) - Guildford 
−  gcpe6zmbpfrd  

−  (51.243113 -0.590343) – University of Surrey 
−  gcped8d0u087  

−  (51.243603 -0.587994) – ICS (CCSR) Building  
−  gcped8egdezy  

gcpe6zmbpfrd 

gcped8d0u087 
gcped8egdezy 
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GeoHash 

Prefix similarity can be used to find close locations; 
But it can’t be directly converted to a metric distance measure 

GeoHashing – Location Codes 

Image credit: Pramod Anantharam et al., Wright State University/University of Surrey;  

Alternatively Grid boxes and tags can be 
defined manually or using other different 
techniques; here is an example: 



22/11/15	

5	

Limitations of GeoHash 

−  Geohash algorithm can be used to find locations (e.g. points) that are 
close to each other by checking prefix similarity of the GeoHash tags. 

−  However, the points that close to each other but located at two opposite 
sides of the Equator line or for the nodes that fall on line of longitude  (i.e. 
Meridian points) can produce Geohash codes that have no common 
prefix. 
−  Point close to North and South Poles can have very different geohashes (in 

Norht and South Poles close areas can have different latitudes) 

−  Geohash also defines a Bounding Box; this can then result having locations 
that are close but have different GeoHash codes. 

−  For better proximity searches, the surrounding eight geohashes of a 
geohash should be calculated but this can make the proximity searches 
more complicated. 

IoT Applications 

− Before explaining IoT applications let’s have a look at 
Machine-to-Machine Architecture model proposed by ETSI. 

− The IoT and M2M?   
− The IoT is more generic; M2M focusing on device and machine to 

machine communications; 
−  Sometimes they are used interchangeably; but M2M is meant for 

automated interactions between devices and the IoT is an umbrella 
term for describing technologies that allow real world data collection, 
communication, processing and interactions anywhere, anytime and 
between Anything (Machines, Devices and Human).  



22/11/15	

6	

11 

Machine-to-Machine 

§  Machine-to-Machine (M2M) communications represent technological solutions and 
deployments allowing Machines, Devices or Objects to communicate with each other, 
with no human interactions. 
 [source EU FP7 Exalted project] 

 

Source: ETSI 

§  M2M system – Key features 
-  Support of a huge number of 

devices 
-  Seamless operability across 

multiple domains 
-  Autonomous operation 
-  Self organisation 
-  Power efficiency 
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M2M Network/Application Domain 

−  Network Service Capabilities 
− Provide functions that are shared by different 

applications   
− Expose functionalities through a set of open interfaces   
− Use Core Network functionalities and simplify and 

optimize applications development and deployment 
whilst hiding network specificities to applications  

− Examples include: data storage and aggregation, unicast 
and multicast message delivery, etc. 

−  M2M Applications (Server) 
− Applications that run the service logic and use service 

capabilities accessible via open interfaces. 

Source: KAIST KSE, Uichin Lee, M2M and Semantic Sensor Web 
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M2M 
Gateway 

Client 
Application 

M2M Application 
M2M Area Network 

M2M Architecture (ETSI) 

Service  
Capabilities 

M2M 
Core 

Source: ETSI, via KAIST KSE, Uichin Lee, M2M and Semantic Sensor Web 
  

Application domain Network domain M2M device domain 

14 

The Internet of Things 

-  Diversity range of applications 
- Interacting with large number of 
devices with various types 
- Multiple heterogeneous networks 
- Deluge of data 
-  Feedback and interaction mechanisms 
(Actuation) 
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IoT Application areas 

•  Smart grid and smart metering 
•  Healthcare 
•  Automotive (navigation, traffic control, vehicle safety, fleet management, 

etc.) 
•  Smart city (city automation, intelligent parking, intelligent transport 

Systems, air quality and pollution monitoring, etc.) 
•  Industrial automation 
•  Environmental monitoring 
•  Connected consumers 
•  Smart homes 
•  … 

16 

Requirements 

−  A huge number of devices i.e. many active users 
−  Low data rate (small data transmission) – not always true! 
−  Sometimes delay tolerance (also depends on application) – not always 

true! 
−  Autonomous devices – ideally! 
−  Long Battery life (i.e. minimum energy at a given payload) - energy efficient 

solutions! 
−  Low cost devices and operations – usually but not always! 
−  Mobility –depends on the resources and use-case scenarios! 
−  Security, Privacy and Trust 

Challenge:  
−  Different applications have different requirements 
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Types of applications 

−  Event detection 
− Nodes report events and occurrences 
− Anomaly and outlier detection  
− Collaboration of nearby and/or remote sensors to detect more 

complicated events 
−  Pattern detection and patterns anomaly 

 

−   Periodic monitoring and measurements 
− Measuring and monitoring and reporting the data 
− Monitoring and measurement can be triggered by an event  

17 

Types of applications 

−  Approximation and edge detection 
−  Detecting how a physical value (e.g. temperature) changes one place to 

another; 
−  This can be used to approximate spatial characteristics and map it to an area 
−  For example, in a forest fire, this can be used to approximate the border of 

actual fire; 
−  This can be generalised to finding “edges” in different boundaries such as 

space and time. 

−  Tracking 
−  An event source can be mobile;  
−  sensors can be used to monitor and track an object;   
−  Speed and direction of the object can be also estimated. 

18 
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Types of applications 

− Control and feedback 
− Using actuators to interact with the environment; 
− Make a change and the sense and obtain feedback from the physical 

environment. 

19 

Physical Environment/ Things 

Actuator Sensor 

Controller 

actuation sensing 

feedback command 

Control/feedback 

20 

+ 
- System 

Controller 

Sensing 
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Characteristic requirements 

− Types of services 
−  Interfaces and interaction models 
− Autonomy of services 
−  Information processing and knowledge extraction requirements 
−  Service network requirements 

 

−   Quality of service 
− Delay and Latency 
− Quality of information 
− Accuracy and quality measures of the functions (e.g. reliability and 

accuracy of event detection). 

21 

Characteristic requirements 

− Fault tolerance 
− Reliability and dependability 
− What happens if a node runs out of power or get 

damaged or losses coverage 
− Redundant deployment 

 
−  Lifetime 
− Especially if the nodes rely on limited power 
− Sometimes it is a trade-off between energy efficiency 

against quality of services; 
− Can be defined as the time that first node fails or runs 

out of energy; or when x% of the nodes fail; or it can 
defined as the time that the observed “thing” is no 
longer covered.  

22 
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Characteristic requirements 

−  Scalability 
−  How efficient large number of nodes/Things can be supported. 
−  How efficient system can respond to large number of events, requests, traffic, 

etc. 
 

−  Density  
−  Number of nodes per unit area 

 

−  Programmability  
−  Planning for an application to see if support for change and dynamic updates 

required. 

−  Maintainability 
−  Ability to adapt to the changes or to change operational parameters 
−  Or, in some applications ability to access and maintain or replace the nodes or 

to re-configure them (remotely or locally) 

23 

Required mechanisms 

−  Multihop wireless communication 
−  Transmission range is often short and usually multi-hop communication is required. 

−  Energy efficient operations 
−  To save energy and/or increase the lifetime of the network/services. 

−  Auto-configuration 
−   ability to configure (at least some of) the functional parameters automatically.  

−  Collaboration and in-network processing 
−  Several node collaborate  
−  Parts of the process is performed on the node and/or in the network. 

−  Data-centric solutions 
−  Conventional networks often focus on sending data between two specific nodes each 

equipped with an address.  
−  Here what is important is data and the observations and measurements not the node 

that provides it.  

−  Security, Trust and Privacy  

24 
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What is special about IoT applications?  

−  Application and requirements 
−  Environment interaction 
−  Heterogeneity and scale 
−  Energy and resource constraints  
−  Autonomous mechanisms that are often required; e.g. self-configurability 
−  Security and Privacy issues 
−  Data-centric solutions and information processing/knowledge extraction 

requirements 
−  Actuation, feedback and control loop to interact with physical objects/

environment over distributed networks. 
−  Mobility 
−  Diversity of applications and areas 

25 

Bridging the Cyber-Physical Systems 

Psyleron’s Mind-Lamp (Princeton U), 
connections between the mind and 
the physical world.  
 

Neuro Sky's mind-controlled headset to 
play a video game. 

MIT’s Fluid Interface Group: wearable  
device  with a projector for deep  
interactions with the environment 

Source: P. Anantharam eta al., 2013 
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Bridging the Cyber-Physical Systems 

Tweeting Sensors 
sensors are becoming social 

Source: P. Anantharam eta al., 2013 

28 

Cyber, Physical and Social Systems 
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Physical-Cyber-Social Computing 

−  The combination of cyber-physical and social data can help us to 
understand events and changes in our surrounding environments better, 
monitor and control buildings, homes and city infrastructures, provide 
better healthcare and elderly care services among many other 
applications.  

−  To make efficient use of the physical-cyber-social data, integration and 
processing of data from various heterogeneous sources is necessary. 

−  Providing interoperable information representation and extracting 
actionable knowledge from deluge of human and machine sensory data are 
the key issues.  

−  These new computing capabilities that can exploit all these types of data 
are referred to as physical-cyber-social computing.  

29 
Source: Amit Sheth et al, Dagstuhl Seminar on Physical-Cyber-Social Computing, 2013.  

30 

Smart Grids 

−  The demands being placed on electricity grids are changing rapidly, 
however the grids have changed very little since they were first developed 
more than a century ago. 

−  Electricity generation around the world will nearly double from about 17.3 
trillion kilowatt-hours (kWh) in 2005 to 33.3 trillion kWh in 2030. 

−  Black-outs in the US cost an estimated $80 billion a year. 

−  Using smart meters, smart home appliances and devices that can 
communicate their demand to the grid and can receive commands to 
control them in a smart and energy efficient way.  

Source: Economist, Building the smart grid, June 2009.  
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Smart Cities 

−  Cities: 
−  Cities account for 75% of green house emissions, while only occupying 2% 

of world surface. 
−  It is expected that the amount of people living in urban areas will double 

until 2050. 
−  By 2015, 1.2 billion cars will be on the road–making 1 car per 6 person. 

−  Challenge: 
−  More space required 
−  Management of resources and infra structure waste, transportation, … 
−  Climate change 
−  Competitiveness  
−  Crisis management 

Adapted from: Smart Cities and Internet of Things, Oliver Haubensak ETH-MTEC, ETHZ, May 2011.  

Designing IoT applications for  
smart cities 

32 
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33 Source LAT Times, http://documents.latimes.com/la-2013/ 

Future cities: a view from 1998 

Importance of designing for real  
problems and challenges.  

34 Source: http://robertluisrabello.com/denial/traffic-in-la/#gallery[default]/0/ 

Source: wikipedia 
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IoT applications in smart cities 

− Traffic management 
− Waste management 
− City Transport 
− Noise, air-quality control and monitoring 
−  Emergency services 
−  Security and safety 
−  Infrastructure managment 
−  Elderly-care  
− … 

36 
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Application requirements in IoT 

−  Smart Grid 
−  Lower power consumption, location tracking, reliability and long 

maintenance cycles 

−  eHealth 
−  Service reliability, mobility, lower power consumption, lower delays 

−   Automotive 
− Mobility, location tracking 

−  Smart cities 
− Reliability, fault tolerance, delay tolerance 

38 

Smart-Campus Infrastructure 

User devices 

Core Network 
by FI platform 

USB 
Ethernet 

Ethernet 
802.15.4 

Smart 
Campus 
Service 
platform IoT 

devices 

GW devices 

Bluetooth 

Bluetooth 

Wifi, 
Ethernet 

Display  
infrastructure 

Wifi, 
Ethernet 

GW devices 

Indoor IoT deployments 

•  Smart Transportation 
•  Smart Waste Management 
•  Environmental Monitoring 

Outdoor IoT deployments 

•  Intelligent offices spaces  

Sustainable Campus using Internet of Things Technologies 

Source: A. Gluhak et al, CCSR, University of Surrey, 2012.  
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Event Visualisation 

A sample smart city application 

40 
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Exercise : A use-case study 

41 Image source: Mahmoud Meribout, A Wireless Sensor Network-Based Infrastructure for Real-Time and Online Pipeline Inspection, IEEE SENSORS JOURNAL, VOL. 11, NO. 11, NOVEMBER 2011 

This diagram shows a leak detection  
System in a pipeline. 
 
Work in groups and identify: 
 
-  What parameters can be 

measured to detect a leak? 
 

-  What type of sensors can be 
used? 
 

-  What components can be added 
to this diagram? 
 

-  What are the key issues that 
should be considered in the 
design? 
 

-  What type of in-network 
processes can be done?  

42 

Questions? 


