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Camera. Foreground/ Invgriance (transla_tior_1, Noise, stability, !Error rate,
Micro.  background, —rotation, scale), projective  generalization, 1Sk, exploit
phone Speech/non- distortion, occluglon, model selection, Ccontext (dn‘f.

speech, face rate of data arrival missing features class priors),
detection, (face/speech), deformation, multiple
feature selection classifiers
context k /

Our focus here

Slide 5



Feature 2

-
b, N

-y

&
L 2

‘

lass C'q
lass Cs
lass Cy

Feature 1

L
Wy

N —

Slide 6



L, ~ —

- N

” e ey -~

» gl

Likelihood (density estimator), Prior
e.g., GMM, kernel density, (probability
histogram, “vector quantization”  gp|e)

N

posterior P(Cy ) — p(x|Cr)P(Cy)
p(x)

evidence
The most important lesson:

likelihood x prior

posterior = ,
evidence

g

L
Wy s

x : Observation
Cr : Class label

P

X

A graphical model
(Bayesian network)

“equal (class) prior probability”: 0.5 for clier®;5 for impostor

Note: GMM representation is similar. Slide 7
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There are two variablex aCil

We will use the product rulé to relate their joint probability
P(x,Cr) = p(x|Cr)P(C) = P(Ck|x)P(x)

K
Thesum rule P09 = 2 P05.Ci)
k=1
=Y p(x|Cx)P(Ck)
k
Rearranging, we get:p(c,|x) = p(x|Cr) P (Ch)

p(x)
[Duda, Hart and Stork, 2001; PRML, Bishop 2005]

-

The sum/product rules are all you need to manipa&ayesian _
Network/graphical model Slide 8
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What's the difference between the two?

thrd=0.51, minimal Bayes error = 34 5%

2 ' ' [ -
. | ——|
: 1 False reject | e | |_False accept
E - : ’ "y
~ Oheseeeeeisys " £ .| Note: EER (Equal
-2 -1 0 1 2 3
thrd=0.74, Bayes error = 40.9% error rate) does nOt
3 ? - optimize the Bayes
5 T error!!
EE : :3
thrd=0.74, EER = 20.4%
& 05f - : ;++ ——FAR
E 'FJ_I";'-
(' RSNy TR RIS PRI o ol | e e
E}2—1'[] 1 2 3

Scores
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Before After
corr=0.083 ) corr=0.096
i2 - . 12 -
e
8 10} + 10 *
(D) s *i : .
%) * )
g g )
5 af i
2
o
(FH.MLF)

]
0.5 15

-1 —UTE (ELLMLD) , ‘I
Face
For this example, apply inverse tanh to the facewutn aeneral, we
/1) y=lab]

can apply the “generalized logit transfor ,/ _ log(
b—y

I
0
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Thearetical EER or HTER
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+ Theoretical EER
o Empirical EER

B |
_ ”E BANCA database
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D‘F_t&-o
I
° -".'-: o
s W
0 G £ ] e [a]
A i o I
I I :':h'.""' %tn& J.gj ‘i’? ,‘ﬁ' e} &D ] t
0 0.5 1

15 2
(g —uj /(o +a)

Fratio”
[IEEE Trans. SP, 2006]
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Fisher-ratio = (5?)2 +'{EJI)2 [Duda, Hart, Stork, 2001]

PO s

\/%(UC)Q + %(51)2

[Daugman, 2000]

C_ Iy2 C _ I)2
L= s W) g = (;uz pﬂ)z
! ppt (0€)% + (o1)

[Kumar and Zhang 2003]
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) (DCTmod2,GMM)
35 '200 users
)t 3 genuine scores
per user

400 impostor
scores per user
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Biosecure DS2
score+quality
data set.
Feel free to
| download the

‘ ‘ sScores
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Inha university
(Korea)
fingerprint
database

*4] users
Collected over
one semester
(aprox. 100 days)
Look for sign of
performance
degradation over
time
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Quality-based normalization

Cohort-based normalization
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normalization

C“ent/user-spec|f| Feature Classifier Normalisation —»[] Usel‘depender
- score
I Claimed ID Client-specif oL
(offline) - _— characteristics

Qualit 'based Feature » Classifier » Normalisation [—»[] Changing
y-ha. | | signal quality
nOrmahzanon Quality assessment
E—» Feature » Classifier » Normalisation —[]
Cohort-based | e — ‘Changing
normalization : : analysis signal quality
(Online) » Classifier

Slide 21



._=E==— —\ >
V /& M‘v - o e
. . (ETH , | MI (] /
Original ., ""”'{.Ij Z-norm

sas:
[}

matching ;% i}
scores  °*

Bayesian
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Procedures Formulas Properties
I |
Z-normn y? = J—;i E;[y7|1] = 0 and var;[y?|1] = 1
1
I
Fo_ W—Hy + o, F _ 1 0., F _
F-norm Uy = S Eily; |I] =0 and E; [y, |C] =1
EER-norm yFERE — g — A, -yf’ ER - 0 isan optimal decision function (at EER) for all j
MS-LLER norm Y = log % -yj'[" = () 15 an optumal decision function (at EER) for all j
E[y°] — pl
pC=Elyfic)= ——<L =1, forall j
‘ Hi — H;
Elyt] — pf
pit =Byl = —3—<L =0, forall j
‘ i — H;

[IEEE TASLP’08]
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“ baseline e s gt s s g s s s g s g oty et ot
-E—MS-LLR 1 i | baszsline |i
..i... _ E-norm |- i : : : : : : H

- ¥ —Z-norm

FRR [%]
o
#

0s 1 5

-5_1 0.2 0z 04 0.5 0.8 0.7 0B 0.9

baseline bassline—norm MZ-LLR

F-narm

(a) relative change of EER

E':E'R:t,or e —
EER.ba. aeline

1.

2.
3.
A

L 2 L3
Z-narm FAR [%] o

(b) DET (c) EPC

EPC: expected performance curve
DET: decision error trade-off
Relative change of EER

Pooled DET curve
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[Blosecure]
an EU-
funded

project

<

Quality measure isystem-dependentf a module (face detection) fails to segment a
sample or a matching module produces lower matcétoge (a smiley face vs
neutral face), then the sample quality is low, etverugh we have no problem

e £COQGRIZING The fACe -

There is a still a gap between subjective quakgeasment (human jud nt),\.
the objective one. Slige 27



Well
Hluminated

Side
Hluminated

Glass=89%
Hlum.=100%

Glass=15%
Hlum=56%
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Face/image quality
detectors

T éﬁiﬁé

Information
fusion

PCA MLP

l

DCT GMM

Build a classifier with [y,q] as observations
Problem: g is not discriminative and worse, it’s
dimension can be large for a given modality
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Strong correlation for
the genuine class

Weak correlation for
the impostor class

p(y.qlk)
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y:. score
0'0 K @ g: quality measures
© ) () Q:quality cluster

Approach 1 Approach 2 k: class label
Feature-based Cluster-based
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14 =
ke {c1} Class labelinobserveadn test)
y ERY Vector of scores (could be a scalar)[IEEE T
g € R Vector of quality measures SMCA’10]
Qe {l.....No} Quality statesynobservedn test)
Models Q o o @
Conditional
oo p(ylk) | pulk,@)plalk) plylk,q) | Plulkia)
= p(y, q|k) =3 plulk, QP(Qla)
Q
P(Qlq) = PAQPQ@) p(a) =3 p(alQ)P(Q) T
r(a) Q B
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- 4 N = P Ll Wy - g
; —
p(y, glk) p(ylk, ¢) p(ylk,q) = %jpw, Q)P(Qlg)
. D
P(kb’, q) _ p(y, qw)P(;“) . P(kb"a (I) _ p(}r|qa k)P(k)

S w p(y.alk)P(k)

This is nothing but a
Bayesian classifier taking
y and g as observations

> p(yla, k") P(E)

We just apply the Bayes
rule here!
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Face/|mage quahty
detectors
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"

fusion

'

Good in clean

Good in noise

Information A
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7 T-norm — a well-established method, commonly used in
speaker verification

7 Impostor scores parameters are compatdohefor each
guery computationally expensiyand at the same time
adaptiveto test access

L1
a®
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A probability function estimated using
logistic regression or neural network
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Cohort normalization

=b

Client-specific normalization

“
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where
. 7
Client-specific mean
(offline)

& ;:::::“P e
‘ / e
and

v\Global client mean:

Slide 42



_:/ iy /‘\
P S omm— -
?/ \§=_§.._ e ; """ > 4 e
O 11 <
AF-norm
Biosecure DS2
F-norm 6 fingers x 2 devices
T-norm
Z-norm
Tulyakov's
Aggarwal’s
Baseline
[BTAS'09]
I ———— i — e sty
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Recommendation:
Set gamma=0.5
when there is only
one genuine score
to adapt; and
higher if there are
more training
samples

L ——— R I rsm———
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|—> Quality assessment

— Feature — Classifier

|

—

Normalisation

—» Classifier

—» Classifier

T

Cohort
analysis

_>|:|
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T-norm+quality

“Confidence
T-norm Interval” derived
Aggarwal’'s fro”.‘ 12
experlments
Tulyakov’s
Q-stack
Baseline
[EUSIPCO’09]
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Liveness
measures |
Semi-supervised learning, User interaction

video-based

Semi-supervised learning

(co-training, self-training _
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