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low

(< ms)

high
(> days)

link up for long periods;
down periods scheduled

Fixed conditions, 
long delay

favour strong 
FEC

increasing
delay tolerance

needed

scheduled
deep space

Varying conditions,
short delay leads to

ARQ + FEC

increasing
disruption tolerance

needed

unscheduled
ad-hoc

link intermittently up/down;
not known in advance

Internet

core
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rapid closed-loop feedback
between source and destination

open loop due to less or no direct connectivity
between source and destination; no end-to-end loop;

no permanent path

more reliance on separate closed loops
between each pair of nodes with local checking

for e.g. custody transfer and to increase throughput

little need for resends between or checking
at nodes when resends can easily and quickly

be done end-to-end over the whole path instead

Terrestrial fixed Internet

Delay-tolerant network

bundle agent
at each node
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Bundle Protocol

TCP

Internet

convergence 
layer adapter 
suited to local 

conditions
Licklider (LTP) custom

something
else

Deep Impact, NASA
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Dictionary information listing
Endpoint Identifiers (EIDs)

payload

Primary Bundle Block First Payload Block

Block length

Offsets into Dictionary identifying
source, destination, custodians etc.

Timestamps and lifetime

version

Any fragmentation and length info

type flags length

Any references to Dictionary EIDs

payload

nth Payload Block

type flags length

Any references to Dictionary EIDs

flags

Most fields use SDNVs (Self-Delimiting Numeric Values,
like ASN.1) and are not fixed-length.
No checksums.
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direct
over UDP

(not yet agreed)

Bundle Protocol

UDP
User Datagram Protocol

TCP
Transmission

Control Protocol
(widely used,

but some deployment
differences)

Saratoga Licklider (LTP)

IP
Internet Protocol

Data-link: Ethernet, Frame Relay etc.

CCSDS
protocols

for custom
space links

Direct
convergence

layer
adapter

Existing convergence layers for the Bundle Protocol

Most Bundle Protocol use is over IP. Except for the CCSDS world, of course.
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CCSDS TM/TC

X-band R/F

LTP retransmission

BP forwarding

CCSDS space
packets

AMS
messaging

Remote AMS
compression

Convergence layer adapter

Link service adapter

image publisher/receiver

load/go utility
for network administration

admin
programs,
rfx system,

clocks

Scott Burleigh, IETF 73 DTNRG meet, 20 Nov 2008

Bundle Protocol

Saratoga

Internet Protocol

Frame Relay

HDLC

modem

S-band R/F

UK-DMC tests, Jan/Sep 2008
after Hogie. Max possible bundle size: 4GB

Deep Impact, Oct 2008
after Burleigh. Max possible bundle: 64K

CFDP

UDP

Bundle security not implemented
onboard either spacecraft.
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150MB image transferred from UK-DMC satellite using
Bundle Protocol over Saratoga with proactive fragmentation,
25 August 2008.

TIME Magazine best inventions of the year #9 Orbital Internet ,
10 November 2008 issue – before EPOXI tests announced.

Sensor data we downloaded using Bundle Protocol
www.dmcii.com
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Content-Source: Content-Destination:

first HTTP transfer second HTTP transfer third HTTP transfer
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TCP

HTTP-DTN

imagery

HDLC 802.xcustom wireless SONET…

DTN/ad-hoc/sensor applications

IPv6IPv4

sensor data

Saratoga

HTTP is the universal session glue.
choose the transport to suit the conditions; 
TCP in traditional Internet, Saratoga for 
high performance on dedicated links.
Separate the session control from
transport, link and traffic conditions.

HTTP’s flexibility is its strength
Free text fields aren’t tied to TCP, 
DNS or even IP. Choose what to use 
with HTTP for optimum performance 
over the link.

SCTP
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For more information
google UK-DMC bundle

papers on Lloyd’s Surrey webpages:
http://info.ee.surrey.ac.uk/Personal/L.Wood/
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extra slides
added detail
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secure PIB payload integrity block,
as in bundle security drafts

as in draft-irtf-dtnrg-bundle-checksum
insecure

ciphersuite

source destination

shared or private keys

shared keys only
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secure PIB

insecure
ciphersuite

source destination

custody
transfer
receipts

shared or private keys

shared keys only
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�����-0

secure PIB

insecure
ciphersuite

source destination

originals
discarded new

custodian

shared or private keys

shared keys only
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�����-1

secure PIB

insecure
ciphersuite

source destination

originals
discarded

memory corruption
of bundles

new
custodian

shared or private keys

shared keys only
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�����-2

secure PIB

insecure
ciphersuite

source destinationfails insecure
ciphersuite check

before sending

no way of verifying content.
presumed good and sent on.

resend
requested

shared or private keys

shared keys only
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secure PIB

insecure
ciphersuite

source destinationdiscarded; re-requested.

PIB fails check;
discarded

shared or private keys

shared keys only
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secure PIB

insecure
ciphersuite

source destination

rerequest
secure
bundle

shared or private keys

shared keys only
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secure PIB

insecure
ciphersuite

source destination
Insecure bundle that can be

checked in-transit has arrived faster.

shared or private keys

shared keys only
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can be verified at
each intermediate node,
leading to faster resends
and tighter control loops

������������������������������������

PIB secure bundle
insecure payload

using INSECURE ciphersuite

can also be used by applications
implementing their own e2esecurity

opaque to
intermediate nodes;
longer control loops
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secure end-to-end 
payload

wrapping e2e
reliability checksum

which can be checked 
at each nodes

allows for fast resends
if errors are detected

push an e2e reliability checksum on after the secure PIB is used.


